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JAEINEHTPAJIM30BAHHOE XPAHEHUE HH®OPMAIINU B
PACIHTPEJEJIEHHBIX KOMIIBIOTEPHBIX CUCTEMAX: OB30P TEXHOJIOI'MHA
DHT

B nocnennee Bpemsi pa3BUTHE M COBEPIICHCTBOBAHHE TEXHOJIOTMH CETEBOTO B3aMMOJECH-
CTBUS, KaK M JIaBUHOOOpPa3HOE YBEIWYCHHE KOJIMYECTBA YCTPOWCTB B MHPOBOM CETH, MPHUBEIO
K (QOpMYITUPOBKE M aKTyaIM3alldU psija 3aaad, TpeOyomux padoThl C OTPOMHBIMH MAacCHBAMU
JaHHBIX. DTO, B CBOIO O4Yepe/ib, IPUBJICKIO BHUMAHUE HCCeAoBaTeNel U pa3paboTYNKOB B 00JIaCTH
MH(OPMALIMOHHBIX TEXHOJIOTMM K CUCTEMaM U CPEACTBAM PACIPENEICHHOIO XpaHEHMsI U MOUCKa
unpopmanuu. OHO U3 OCHOBHBIX TPEOOBAHUN K TaKMM CHUCTEMaM — HaJEKHOCTh, B YaCTHOCTH,
YCTOMYUBOCTH PaOOTHI BCEW CUCTEMBI K HApyIIEHUSM (YHKIIMOHUPOBAHUS OTACIHHBIX Y3JI0B. AHa-
U3 TpoOJIeMbl MMOKa3bIBAET, UYTO ISl JIOCTHIKEHHUS yIOBJIETBOPUTEIHLHOTO YPOBHS CTaOMIIBHOCTH
HeoOxoJuMa JeleHTpalIu3alusl He TOJIbKO XpPaHEHHs,, HO U MEXaHU3MOB INOMCKAa U WHJAEKCAIUH
BHYTPU MacCUBOB JaHHBIX. OAHUM U3 HauboJee MePCIeKTUBHBIX MOIX00B K PEIICHUIO 3TOH MPO-
OsieMbl sBIIAIOTCS TexHOoJoruu kinacca DHT [1-2].

Lenbto cTatbu sBISETCS 0030p UCTOPUU MPOOIEMBI pacHpPEeIEHHOTO XPAHEHUS U TIOUCKa
nH(popMalnH, a TaKXkKe pelIeHHe 3TOM NpoOaemMbl U 00JaCTH IMPUMEHEHUs! paclpeeIieHHOro Xpa-
HeHust nHbopMaIuu.

Heo6xonumMo paccMoTpeTh OCOOSHHOCTH, MPUHIMIT paObOThl M MPUMEHEHHUE pacIpeIesieH-
HOM Xel-TaOauIlbl, KaK OJHOTO U3 BapHAHTOB pEHICHHs MPOOJIeMbl XpaHEHHUS OOJBIIOro 0ObeMa
uHpopmanuu. OnpenenuTs HepeleHHbIE TPOOIEMBI B PAMKaX paclpeIe]IeHHON Xem-Ta0uIe.

[Tpubmm3uTensHO K 1995 roxy B pa3BUBAIOIIEMCS HHTEPHETE BO3HUKIIA MPpoOJieMa — KaHa-
JaM CBSI3W CTaJ0 HE XBaTaTh NPOIYCKHOW CIIOCOOHOCTH AJISi MEpellaud MY3bIKAIbHBIX (haiiioB
B ¢opmare MP3. Brixon u3 sroif curyanuu Hamen 18-netHuil crygent lllon ®3HHUHT, KOTOPBIN
npugyMan cucteMy noj Ha3BaHueM Napster. [lomp3oBaTesnsb BBIKIAIbIBAT B CETh CBEACHUS O (aii-
J1axX, KOTOpbIE Y HETO €CTh, 3TO 3aHOCUIIOCH B 0a3y JaHHBIX BMECTE C aJJpecOM 3TOT0 KOMIIbIOTEpa.
JIro60i1 xenaronuii Mor oOpatuTcsi B 6a3y JaHHBIX M y3HATh aapec KOMIBIOTEpa, MOTOM YCTaHO-
BUThH C HUM CBSI3b U CKa4aTh BCE UTO eMy HyxHO. [lomydaercs mo60ii MOT BO3MOJIB30BATHCS CETHIO
Napster, TOJIbKO MepeJT STUM BJIOXKHUB UTO-TO B ATy CeTh. Bekope mosb3oBareneit crano 70 MUILIHO-
HOB, 1 B 2001 1o cyzieOHOMY pEeIIeHUI0 CETh 3aKPhLIH.

WutepHer oueHb ObICTpO pa3BuBajics W uueto Napster mpogommkuia cetb Gnutella (oxna
U3 MEPBBIX MUPHUHIOBBIX ceTeil), coznanHas B 2000 rogy [1]. Knuent nomydaer ot y3ia ¢ KOTOPBIM
OH COEJIMHWICS CIHMCOK M3 5 aKTUBHBIX Y3JIOB, IIOCBLIAET UM 3alpoC Ha IOUCK pecypca Mo KiIroue-
BOMY CIIOBY. A T€ B CBOIO OuYe€pe/ib OTCHUIAIOT 3alPOC CBOMM aKTHUBHBIM y3JlaM BBEpX IO JIEPEBY.
SIcHO 4TO Ha BEPXHHUX BETBSAX JepeBa BOSHUKHYT npobiiembl. HemocraTku cetn Gnutella npusenn
k co3mannio DHT (Distributed Hash Tables) [2].

Cerp Fast Track mpotokon oOmeHa daiimamu, KOTOPBIA OBUT pealm3oBaH B MPOTpaMMe
KaZaa. CeTp ucnons3yeT «cymnepysibhy — BpeMeHHbIE 0a3bl JaHHBIX, COEPIKAIUE CITUCKU JOCTYII-
HBIX (haitnoB. [Tomp30BaTens, YTOOBI BOCIIONB30BATHCS JAHHBIMU «CYTIEPY3Jay, TOJKEH BBLIOKHUTH
B HETO OIpe/IeICHHOE KOJIMYECTBO MH(OPMALIUH.

KonnyecTtBo monb3oBaTeneil BO3pacTajio W MOSBUIMCH MPOOJIEMBI BBIIEIECHUS OOJBIIMX
00BEMOB MaMATH B paMKax OJHOTO KOMIbIOTEpa AJis XpaHeHHs] nH(OpManuu, OJOKHUPOBKU CepBe-
POB, IIUTEIHHOCTH MOMCKA HH(OPMAIIMK U €€ CKauuBaHUs. Taxke He KaXKIbli MOJb30BaTElb BbI-
KJIaJbIBaJl HHPOPMAIUIO B CETh.
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Wnes xpaneHus: HHGOpPMAIMK HE HA OJHOM, a HAa HECKOJbKUX KOMIIBIOTEpaX peliaeT mpo-
ONeMBbI ¢ BBIJICIIEHUEM OOJBIINX 00BEMOB MTaMATH U 00eCrieYeHU HYKHOH CKOPOCTH CKaYMBAHMS.
J11st 3TOTO CTaau UCIOJIb30BaTh pacipeaeneHnyo xem-raomuiy (anri. Distributed Hash Table).

Xosmi-Tabiuia — 3To CTPYKTypa JaHHBIX, pealu3yromas HHTepdeiic acConuaTuBHOTO MacCH-
Ba, a IMEHHO, OHA TI03BOJISIET XPAHUTD Mapbl (KIII0Y, 3HAUYEHUE) U BBIMIOJIHATH TPU onepanuu [3]:

— olepanuio 100aBIeHNs HOBOM Hapbl

— OTlepaIuio oucka

— OMEPALMIO YJAJICHUS MaphI [0 KITIOUY.

XsHMpoBaHUe — 3TO MpeoOpa3oBaHHE BXOJHOTO MAacCHBA JAHHBIX OMNPEJEICHHOTO THIa
Y TIPOU3BOJILHOM JUTMHBI B BEIXOJIHYIO OMTOBYIO CTPOKY (PUKCHPOBAHHOM IHHBI.

OyHKIMs, KOTOpas TpaHCHOPMHUPYET KoY B HEKOTOPBIA MHJIEKC B TaOiulle, Ha3blBaeTCA
xem-(QyHKIueH.

PesynbpTrar X31I-(yHKIMU HA3BIBAIOT X3IIEM, XAII-KOJOM, X3II-TaOIUIed UiIu JailkecToM
coobmenus (puc. 1).

st monydeHus pacrpesielIeHHON Xel-TaOiuibl Oepercs KoY M K HeMy IpUMEHSeTCs
Xxem-(QyHKIusS WiIK OHA ke (QPYyHKIMS CBEpTKHM Kiroda. Takum o0pazom, moirydaem x3ul. B Goib-
IIMHCTBE CIy4yaeB JJIMHA KJII04a 00Jblle JUIMHHBI Xell-(yHKINH.

X1 — 3710 00b19HOE 1eoe uncio ot 0 mo n. Kaxaslil Xam coaepur ip y3ia. B mamsatu
XPAHSTCS TOJIBKO OCHOBHBIE 3HAYEHMS], BECh MACCHUB JAHHBIX HE XpaHUTCH [4].

3HayeHune + Knou ACCOUMaTUBHLIN Maccue
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Puc. 1. XsmmpoBanue

W3 ynoMsHyTHIX BbIIIEe 3-X OMEpalii K acCOIMaTUBHOMY MAacCHBY, PACCMOTPHM IOUCK
0 KJIIOUY.

[Tocne Toro, Kak K K04y IpUMEHEHa Xell-PyHKIIKS U TONy4YeH Xell, CTAHOBUTCS aKTyallb-
HOM mpolsiemMa omnpejaeneHus, Ha KakoM y3Jie XpaHuTcs MHpopMmauus nmo AaHHomy xeury. Ilouck
3aIycKaeTcsi Ha KakOM-TO U3 y3JI0B. B ocHOBe moucka JIexXHT 3ampoc.

Bo Bcex 3ampocax umeercst kitou «id» u 3HaUeHHe, coaepxkaiiee D 3ampaimmBaroniero ys3-
na. Bo Bcex oTBeTax nMeercs Kiro4 «id» u 3HaueHue, conepxkaiiee [D oTBevaromiero ysna.

Haubonee sneMeHTapHBIM 3aIIpOCOM SIBJISIETCS IUHT. «q» = «ping». B nmuHr-3anpoce nmeer-
cs oauH apryMeHT: «id» — 20-06aiitHas ctpoka (big-endian), conepkamas ID y3ma oTtnpaBuTens.
B npaBuiIbHOM OTBETE Ha MUHT CONEPKUTCS JIMIIb OJUH K04 «id», comepkamuii ID orBedaromie-
ro y3ia.
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AprymenTtsr: {"id" : "<id 3ampammBaromux y3moB>"} oteeT: {"id" : "<id oTBeTHBIIHX y3-
noB>"}.

Kaxxnpiii y3en comepuT cocefieil, B KOIUYeCcTBE OKOJIO 5 y3i1oB. JI00o0il y3en oTBeuyaeT
3a OTpeeJICHHBIN Thana3oH xemel [5]. Y3en cpaBHUBAET JJIMHY CBOETO XeIlla U UCKOMOTro. B ciy-
yae COBMAJICHMS JIJIMHBI 3alpallliBAEMOMY Y371y MEpEeAaeTcsl CChUIKa Ha y3€l, I/I€ PaclojI0XKeH UC-
KOMBIH ¢aiin [6, 7]. A eciii IJIMHA HE COBITQIAET, TO JAHHBIN y3ell 00paIiaeTcs ¢ 3alpocoM K JTua-
Ma30Hy CBOWX COCEIHUX Y3JIOB U O’KHJIaeT OTBeTa (puC. 2).
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Puc. 2. CxemaTtuyeckuii BU CTPYKTYphI paclpeaesieHHON XeI-Ta0InIIbI

DHT B butToppenrte ucnonszyercsi Ui HaXOKACHUS HOBBIX YYAaCTHUKOB (pailimooOMeHa.
Peanmuzammuss DHT B BT ocnoBana nHa Bapumante DHT, nazeiBaemom Kademlia, n ucnons3zyer UDP
(obicTpee uem TCP, HO Ge3 MOATBEPKACHUS OTBETA) IPOTOKO.

Kademlia — sTto 6e3ceprepnas ¢aitmooomenHass cetb [9]. OHa MO3BOJIAET BaM HAXOJUTh
JPYTHX TOJIb30BaTeIe HAMPsSMYIO 0€3 MOCpeIHIYECTBA CEPBEPa, YTO 3HAUUTEILHO YCKOPSET IO-
HCK HCTOYHUKOB Ha (paitypl. Bee monb3oBaTenu SBISIOTCS CEpBEpaMHu dTOU CETH.

Kaxxnpiit noaxntou€uusiii bT knuent asnsiercss B DHT cetn otnensHbIM y3710M. Y HEro ecTh
cBoil yHuMKanpHBIA ID (mmentudukartop), ciaydailHo BeIOMpaemMbiii U3 Toro xe 160-0uTHOrO MpoO-
CTpaHCTBa, 4To u infohash’sI TOppeHTOB.

Korga y3en xouet Haittu tupoB ( (peer) 3To kiaueHT/cepBep npociymuBaromuii TCP mopr,
K KOTOpOMY TpHuBsi3aH bittorrent) aisi KakOW-TO pas3mayu, oH cpaBHUBaeT infohash »Toit pazmaum
¢ ID u3BecTHBIX €My Y3JI0B, M 3aT€M TOCHIIAET 3ampoc ToMy y3iy, deit ID Hambonee moxox Ha 3TOT
infohash. Tot y3en Bo3BpaimaeT emy aapec y3na, yeii ID emé 6mmxke k infohash Toppenra [10].

DHT ects B pasnumunbix kinueHTax BitTorrent (odumuansuseiii), pTorrent, BitSpirit,
BitComet, a Taxxe (HECOBMECTUMO CO BCEMU OCTajdbHBIMU) B Azureus [11].

DHT — PaboTraeT B HE3aBHCHMOCTH OT TPEKepa/pOB M MO3BOJISET OOBEIUHUTH BCE UCTOYHU-
KM Ha paszgade. Hanmpumep ecnu paznava padoraetr ¢ DHT u Ha Tpekepe A ects 30 cunoB Ha pazaa-
ye, Ha Tpekepe b eme 40 cumoB Ha ToOM ke paznaye u Ha Tpekepe B eme 30 cugoB, TO ¢ TOMOIIBIO
DHT, Bl Oyaete ckaunBath ¢ Bcex 100-ta mctounukos [12].
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B 6onee obmem cmpicie DHT o3Hauaer neneHTpain30BaHHYIO PACHpeIeICHHYI0 CUCTEMY
Ui 00beMHEHUs! OOJBIIOT0 KOJIMYECTBA MOCTOSHHO MCUE3AI0NIMX U MOSBIISIOMINXCS Y3II0B U 3(]-
dbexTuBHOM TIepeaaun coobmenuid Mmexxay HuMU [13]. Ha ocroBe DHT cTpyKTyp MOXHO CTPOWTH
Oosee CIIOKHBIE CHCTEMBI, Takue Kak P2P aiinmooOMeH, koomepaTnBHOE BeO KeIIMPOBaHHE,
DNS cepBucs! u T. 1.

Hepemennsie npodaemsr DHT:

- OrcyTcTBUE YHU(DUKALNY CYIIECTBYIOMIMX IPOTOKOJIOB.

- IIpoGiembl 6e30MaCHOCTH BKJIIOYAIOLIME CIOKHOCTh MPOBEPKU LIEJTOCTHOCTH, Oe3omac-
HOCTbh MapIIPYTU3AL1H, OTKPBITas IMyOIUKALMs Xelei.

— CWJIbHBINA Mapa3uTHBIN TpapuK B UMEIOLIUXCS pealn3alusx.

- X>IupoBaHUE AEIAET HEBO3MOXKHBIM YaCTUYHBIN NTOUCK I10 KUY U COAEPKAHUIO.
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